According to a common misconception, "The entropy law describes the tendency for all objects to rust, break, fall apart, wear out, and otherwise move to a less ordered state." It is easy to understand why this should be so: gases typically have much greater entropies that solids. And of course this doesn't mean that during rusting, the entropy of the universe decreases: although the entropy of the iron plus oxygen decreases, the entropy of the surroundings increases by even more. Nevertheless, it is clear that rusting itself involves a decrease in entropy, not an increase.
1
One error arises in the very first instance. Does rusting lead to increased entropy?
The rust reaction is 4 Fe + 3 O 2 → 2 Fe 2 O 3 .
According to standard tables
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